PAPER A


The Northern, Yorkshire & Humberside

NHS Directors of Informatics Forum

Information Governance Sub-Group

Yorkshire & Humber Area Strategic Information Governance Network (SIGN) 
Lecture Room, Goole & District Hospital, Woodland Avenue, Goole, DN14 6RX
Minutes of the Meeting held on Friday 09 March 2018
Present:

	Name
	Initials
	Position
	Organisation

	Lucy-Ann Boatman
	LB
	IG Officer
	HFT

	Caroline Britten
	CB
	DPO 
	Independent Vetcare

	Liza Broughton
	LB
	Assistant IG Manager
	STH

	Linda Da Costa
	LDC
	Information Services Manager
	NLAG

	Jo Higgins
	JH
	IG Manager
	HDFT

	Kay Hill
	KH
	IG Officer
	HDFT

	Mick Lawton
	ML
	
	THIS

	Narissa Leyland
	NL
	IG Lead
	NHS England

	Steve Massen
	SMa
	IG Security Specialist
	RDaSH

	Claire McInnes
	CM
	Senior IG Specialist
	eMBED

	Sue Meakin
	SMe
	IG Manager
	RDaSH

	Caroline Million
	CM
	Head of IG
	eMBED

	Adam Moseley
	AM
	Audit and Information Manager
	The Retreat, York

	Andy Nutting
	AN
	IG Professional Lead
	Leeds City Council

	Tracey O’Mullane
	TO’M
	IG Officer
	HFT

	Karen Robinson
	KR
	IG Officer
	HFT

	Galina Smithson
	GS
	Senior IG Officer, Compliance
	LCC

	Derek Stowe
	DS
	IG Manager
	TRFT

	Andy Thompson
	AT
	IG Officer
	York THNFT

	Lynne Trickett (Minute Taker)
	LT
	IG Officer
	RDaSH

	Roy Underwood
	RU
	Head of IG
	DBTHFT

	Peter Wilson
	PW
	DPO/IG Manager
	STH


In Attendance:

	Richard Birmingham
	RB
	NHS Digital

	John Hodson
	JH
	NHS Digital

	Nick Bramwell
	NB
	NHS Digital


1. Apologies:

	Amy Cooper
	AC
	IG Officer, STH

	Barry Jackson
	BJ
	IG and RA Team Manager, eMBED

	Leon Kaplan
	LK
	IG, DMBC

	Gershon Nubour
	GN
	IG Manager, eMBED

	John Robinson
	JR
	Senior IG Specialist, eMBED

	Gwen Ruddlesdin
	GR
	Compliance and IG Expert, Locala

	Carolyn Sampson
	CS
	Senior IG Officer, SCH

	Rachael Smith
	RS
	IG Manager, SWYT

	Caroline Squires
	CS
	Information Governance Manager, NHS Calderdale CCG

	Mike Taylor
	MT
	Head of Corporate Governance, Doncaster CCG

	John Wolstenholme
	JW
	Information Manager, SHSC


	
	
	ACTION

	
	Demonstration of the new Data Security and Protection Toolkit, and exercise to support the development of the GDPR SIRI Tool

Introductions were made and JH first went through the updated SIRI tool for GDPR and invited the group to take part in an exercise on reporting an incident on the new Data Security and Protection Toolkit.
JH then gave a presentation on the new toolkit. 
The toolkit will go live on Tuesday 3 April 2018.  Once organisations have completed the 14.1 toolkit, they will then receive a link to the new toolkit.  Guidance will be draft on day one as it will not yet be approved but will be developing.  Specific guidance will be the same from the last toolkit.  Narratives regarding standards and how things fit in the standard will develop.  Larger organisations will undertake one submission by end of March 2019 and will also be required to submit a baseline submission in October 2018.  No baseline will be required for smaller organisations.  NL asked if GPs would have to submit a baseline submission and JH confirmed one submission is required for each legal entity. Bulletins and newsletters will be circulated regarding this.
Evidence items are mandatory or non-mandatory. Level 2 means an organisation has met all of the mandatory requirements.  CQC well-led inspections now include data security and one information source is the toolkit.  Evidence can still be held locally, there is not a requirement for evidence to be uploaded. 
Key elements of the NHS GDPR checklist is included.  

Once complete, organisations will have met or not met the standards. If external assurance for some elements is included this will help the organisation get to a higher level, external assurance could be Cyber Essentials PLUS, ISO 27001, PSN IA, for example.  
It was confirmed profile changes can be amended at any point.  
A non-mandatory survey will be available at the end. 
It was noted auditors will check the robustness of the mandatory answers. 
New requirements to the toolkit include:

· Leaders and board members receive suitable data security and protection training.

· Organisations undertake process reviews to identify and improve processes which have caused breaches or near misses.

· Organisations must act on CareCERT alerts and notifications.

· Organisations must complete a specific business continuity test for data security.

· Organisations must survey their software for unsupported systems.

· Organisations must ensure all networking components have had their default passwords changed.

· Large organisations must ensure their web applications are secure against top 10 vulnerabilities.

· Large organisations must undertake a penetration test annually.

· Large organisations must flag any suppliers with significant issues complying with the NDG standards to NHS Digital.

It was confirmed the current toolkit will remain in read-only format.
The IG training requirement remains at 95%; local training can be used if agreed by SIRO or Caldicott Guardian.
Transition will begin late February 2018 with three levels of access, administrator, member, auditor.  

Data flow mapping is not in the new toolkit but access to the old data mapping tool will remain.

There has already been a series of webinars and sector specific webinars will commence at the end of April beginning of May.

JH extended an offer to attend SIGN Groups in the first 6 months of roll out to go over the toolkit. 
Updated draft guidance will be circulated.

	

	2.
	  Minutes of the last meeting held on 09 February 2018 – Paper A
The minutes of the last meeting were agreed as a true record. 


	

	

	3.
	Action Points – Paper B
The actions were closed or updated as required on the action log.

	

	

	4.
	GDPR 
SMe invited the group to attend a GDPR focussed meeting the morning before the next IG Sub Group on Friday 13 April to focus on certain elements of GDPR such as SARs, data flow mapping, privacy notices etc.  SMe asked members of the group to send through any information to discuss or share prior to 13 April.  An agenda will be circulated prior to the meeting.

NL asked if organisations can still have SLAs under GDPR. This was met with uncertainty and agreement it needs looking into.

Contracts under GDPR were discussed and GS agreed to send a government paper to SMe for circulation to the group.

NL asked the group to forward a lead name to her for all involved in integrated care records.
SMe raised the use of drones on site.  RDaSH is undertaking a scoping exercise of lighting on site and aims to use a drone to take footage of the hospital site. SMe asked the group for any information on capturing data. RU queried the difference of this to Google earth or satellite.

IG training was discussed particularly where the notification of a member of staff completing the training is not being pulled through, and therefore not being recorded, by ESR.  It was suggested that an updated version of Java is required for the training to play properly.

IAOs were discussed for clinical systems and auditor requirements.  

	ALL

GS

ALL



	

	5.
	Regional/National Event Updates 
Due to time constraints this item was not discussed.
	

	

	6.
	IG Education/Personal Development Updates
Due to time constraints this item was not discussed.


	

	7.
	Information Governance Toolkit
As above in the presentation.

	

	 

	8.
	Confidentiality, Data Protection and Freedom of Information

Due to time constraints this item was not discussed.

	

	

	9.
	Data and IT / Information Security
Due to time constraints this item was not discussed.

	

	

	10.
	Any Other Business
No further business was discussed.
	

	
	
	

	
	Date and Time of Next Meeting
Friday 13 April 2018, 1:00pm – 4:00pm, Lecture Room, Goole Hospital, Woodland Avenue, Goole, DN14 6RX. 
The GDPR workshop will take place from 09:30am to 12:00noon in the Lecture Room.
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